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01 ‘ Executive Summary

Overview

mrgn labs engaged OtterSec to perform an assessment of the marginfi program.
This assessment was conducted between August 16th and September 5th, 2022.

Critical vulnerabilities were communicated to the team prior to the delivery of the report to speed up
remediation. After delivering our audit report, we worked closely with the team over to streamline patches
and confirm remediation.

We delivered final confirmation of the patches [not yet delivered].

Key Findings
The following is a summary of the major findings in this audit.

+ 6 findings total
« 1 vulnerability which could lead to loss of funds
- OS-MGF-ADV-00: The Mango on-chain observer does not verify whether accounts are associ-
ated with a given marginfi account.
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02 ‘ Scope

The source code was delivered to us in a git repository at github.com/mrgnlabs/marginfi. This audit was
performed against commit e155585.

There was 1 program included in this audit. A brief description for each program is given below. A full list
of program files and hashes can be found in Appendix A.

Name Description

marginfi Decentralized portfolio margining protocol.
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03 ‘ Findings

Overall, we report 6 findings.

We split the findings into vulnerabilities and general findings. Vulnerabilities have an immediate impact
and should be remediated as soon as possible. General findings don’t have an immediate impact but will

help mitigate future vulnerabilities.

The below chart displays the findings by severity.

Severity Count

Critical 1
High 0
Medium 0
1

4

Low
Informational
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04 ‘ Vulnerabilities

Here we present a technical analysis of the vulnerabilities we identified during our audit. These vulnera-
bilities have immediate security implications, and we recommend remediation as soon as possible.

Rating criteria can be found in Appendix D.

ID Severity Status Description

OS-MGF-ADV-00  Critical ~ Resolved The Mango on-chain observer does not verify whether ac-
counts are associated with a given marginfi account.

0S-MGF-ADV-01 Low TODO UTP accounts can be deactivated if their balance is below
the 1 USD dust threshold, which subsequently disappears
from the protocol’s point of view.
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marginfi Audit 04 | Vulnerabilities

OS-MGF-ADV-00 [crit] [resolved] | Missing mango account check

Description

Inmango_state.rs,aMangoObserver structisinstantitated from a list of Mango accounts. However,
there is no constraint validating that the provided addresses are actually associated with the marginfi
account. An attacker can abuse this by passing in arbitrary Mango accounts; this would allow them to
take under collateralized loans or unfairly liquidate other users.

Proof of Concept
Consider the following scenario:

1. An attacker invokes the InitMarginfiAccount instruction to create a marginfi account.
2. They invoke the UtpMangoAct-ivate instruction to activate their Mango UTP account.

3. They invoke the UtpMangoDepos-it instruction with a different set of Mango accounts, in par-
ticular with more equity than expected, for their marginfi account. This allows them to bypass
marginfi_account.check_margin_requirement and gainan under collateralized loan.

4. They invoke the Liquidate instruction with a different set of Mango accounts, in particular
with less equity than expected, for the liquidatee’s marginfi account. This allows them to bypass
meets_margin_requirement and liquidate a healthy loan.

Remediation

Add a constraint to validate the mango account with the addressin utp_config.address.

src/state/mango_state.rs

237 let [mango_account_ai, mango_group_ai, mango_cache_ai]
238

239 check! (

240 utp_config.address.eq(mango_account_ai.key),

241 MarginfiError::InvalidObserveAccounts

242 )

Patch

Fixed in #200.
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marginfi Audit 04 | Vulnerabilities

OS-MGF-ADV-01 [low] | Premature UTP deactivation
This finding was raised by mrgn labs in the course of the assessment.

The DeactivateUTP instruction is used to remove empty UTP accounts from a marginfi account’s state.
In particular, a Mango/01 account is considered empty if it has less than 1 USD worth of assets. The issue
is that after deactivation, the protocol loses access to any remaining assets in the UTP account.

src/state/mango_state.rs

122 is_empty<'a>(

123 health_cache: &'a mut HealthCache,

124 mango_group: &'a MangoGroup,

125 ) —> MarginfiResult< > {

126 (assets, _) = health_cache.get_health_components(mango_group,

— HealthType::Equity);
127 Ok (assets < DUST_THRESHOLD_F)
128

Proof of Concept
Consider the following scenario:

An attacker initializes a marginfi account and activates UTP accounts for Mango and 01.
They deposit less than 1 USD into Mango so that it can be deactivated at any time.
They additionally borrow and deposit a smaller amountinto 01.

They deactivate the Mango UTP so that their account does not meet margin requirements.

I A

They self-liquidate, and the missing funds are automatically covered by marginfi’s insurance fund.
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05 ‘ General Findings

Here we present a discussion of general findings during our audit. While these findings do not present
an immediate security impact, they do represent antipatterns and could introduce a vulnerability in the

future.
ID Status Description
0S-MGF-SUG-00 TODO  UTP deactivation has duplicate code which can be refactored.
OS-MGF-SUG-01  TODO  Vault token accounts should be initialized with a PDA.
OS-MGF-SUG-02  TODO  Adding constraints to accounts from external protocols would improve
robustness.
0S-MGF-SUG-03  TODO  Itis possible to reach an illegal marginfi group state through configuration.
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marginfi Audit 05 | General Findings

OS-MGF-SUG-00 | Duplicate code

Description

In the DeactivateUTP instruction, the code which clears a marginfi account’s UTP duplicates logic
which has already been abstracted into the MarginfiAccount: :deactivate_utp method

Remediation

Replace the code with a function call.

src/instructions/utp_deactivate.rs

pub fn process(ctx: Context<DeactivateUTP>, utp_index: usize) ->
MarginfiResult {
mut marginfi_account =
ctx.accounts.marginfi_account.load_mut()?;
utp_active = marginfi_account.active_utps[utp_index];

check! (utp_active, MarginfiError::IllegalUtpDeactivation);

let utp_observer = UtpObserver::new(ctx.remaining_accounts);

check! (
utp_observer
.observation(&marginfi_account, utp_index)?
.is_empty()?,
MarginfiError::IllegalUtpDeactivation
)3

e

marginfi_account.deactivate_utp(utp_index);

Ok (())
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marginfi Audit 05 | General Findings

OS-MGF-SUG-01 | Use PDAs for vault accounts

Description

Inthe InitMarginfiGroup instruction, vault token accounts should be initialized with a PDA instead
of allowing the admin to pass in arbitrary accounts. This applies to the bank, fee, and insurance vaults.

Similarly, the UtpMangoDepositand UtpZoDepos-it instructions should use PDAs for the temporary
collateral account. This ensures the account cannot be initialized by anyone but the program.

Remediation

Initialize accounts with PDA seeds; this can be accomplished with Anchor constraints. An example is given
forthe InitMarginfiGroup instruction’s bank_vault token account.

src/instructions/init_marginfi_group.rs

#[account(
init,
payer = admin,
token::mint = collateral_mint,
token: :authority = bank_authority,
seeds = [
"VAULT",
PDA_BANK_VAULT_SEED,
&marginfi_group.to_account_info().key.to_bytes()
] J
bump

+
+
+
+
+
+
+
+
+
+
+
+

)]

pub bank_vault: Account<'info, TokenAccount>,

Another example is given for the UtpMangoDeposit instruction’s temp_collateral_account
token account. In this code snippet, Anchor will initialize and close the account during each invocation.
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marginfi Audit 05 | General Findings

src/instructions/mango/deposit.rs

163

164

165

166

167 #[account(

168 init,

169 payer signer,

170 close signer,

171 token::mint = margin_collateral_vault.load()?.mint,
172 token::authority = mango_authority,

173 seeds = [

174 "TEMP_ACC",

175 &marginfi_account.to_account_info() .key.to_bytes()
176 1y

177 bump
178 )]
179 pub temp_collateral_account: Account<'info, TokenAccount>,
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marginfi Audit 05 | General Findings

OS-MGF-SUG-02 | UTP account constraints

Description

Inthe UtpMangoActivate and UtpZoActivate instructions, there are no constraints that checks
that the passed in accounts are under ownership of respective protocols and data is empty. It is better to
check them here to avoid re-initialization of accounts instead of relying on the underlying protocols.

Remediation

A simple form of validation is to check program ownership. Here, mango_account and zo_margin
are PDAs which will be created within the CPI call. On the other hand, zo_control is expected to be
zero-initialized in advance.

src/instructions/mango/activate.rs

#[account(
mut,
owner = system_program.key(),

)]

pub mango_account: AccountInfo<'info>,

src/instructions/zo/activate.rs

#[account(
mut,
owner = system_program.key ()
)]
/// CHECK: Defer verification to UTP
pub zo_margin: AccountInfo<'info>,

#[account(
mut,

owner = zo_program.key()

)]
/// CHECK: Defer verification to UTP

pub zo_control: AccountInfo<'info>,
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marginfi Audit 05 | General Findings

OS-MGF-SUG-03 | Configuration bypass

The ConfigMarginfiGroup instruction is used to configure the parameters of a marginfi group. No-
tice that the bank’smaint_margin_ratiovalueisvalidated to be at most init_margin_ratio.
However, this invariant may be bypassed by later reducing init_margin_ratio, which has no corre-
sponding check.

src/state/marginfi_group.rs

557 Some(val) = config.init_margin_ratio {

558 val = downscale_uint_to_fixed(val);

559 msg! ("Setting {} to {}", stringify!(self.init_margin_ratio), val);

560 check! (I80F48::ZERO <= val, MarginfiError::IllegalConfig);

561 self.init_margin_ratio = val.into();

562

563

564 Some(val) = config.maint_margin_ratio {

565 val = downscale_uint_to_fixed(val);

566 msg! ("Setting {} to {}", stringify!(self.maint_margin_ratio),
< val);

567 check! (

568 I80F48::ZERO <= val && val <=
— I80F48::from(self.init_margin_ratio),

569 MarginfiError::IllegalConfig

570 )
571 self.maint_margin_ratio = val.into();
572

Remediation

Updatingthe init_margin_ratio parametershould maintain the desired invariant. To do so, validate
that the proposed value is at least maint_margin_ratio.
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A ‘ Program Files

Below are the files in scope for this audit and their corresponding SHA256 hashes.

Cargo.toml
Xargo.toml
src
constants.rs
errors.rs
events.rs
lib.rs
macros.rs
prelude.rs
instructions
bank_fee_vault_withdraw.rs
bank_insurance_vault_withdraw.rs
configure_marginfi_group.rs
handle_bankruptcy.rs
init_marginfi_account.rs
init_marginfi_group.rs
liquidate.rs
margin_deposit_collateral.rs
margin_withdraw_collateral.rs
marginfi_account_configure.rs
mod.rs
update_interest_accumulator.rs
utp_deactivate.rs
mango
activate.rs
deposit.rs
mod.rs
trade.rs
withdraw.rs
zo
activate.rs
deposit.rs
mod.rs
trade.rs
withdraw.rs
state
decimal.rs
mango_state.rs
marginfi_account.rs
marginfi_group.rs
mod.rs
risk_engine.rs
utp_observation.rs
zo_state.rs
utils
access_controls.rs
mod.rs
utp_dummy_ixs.rs
utp_helpers.rs
tests
lending.rs
marginfi_account.rs
marginfi_group.rs
utp.rs
utp_trading.rs
fixtures
marginfi_account.rs
marginfi_group.rs
mod.rs
prelude.rs
spl.rs
test.rs
utils.rs
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B ‘ Procedure

As part of our standard auditing procedure, we split our analysis into two main sections: design and
implementation.

When auditing the design of a program, we aim to ensure that the overall economic architecture is sound
in the context of an onchain program. In other words, there is no way to steal tokens or deny service,
ignoring any Solana specific quirks such as account ownership issues. An example of a design vulnerability
would be an onchain oracle which could be manipulated by flash loans or large deposits.

On the other hand, auditing the implementation of the program requires a deep understanding of Solana’s
execution model. Some common implementation vulnerabilities include account ownership issues,
arithmetic overflows, and rounding bugs. For a non-exhaustive list of security issues we check for, see
Appendix C.

Implementation vulnerabilities tend to be more “checklist” style. In contrast, design vulnerabilities require
a strong understanding of the underlying system and the various interactions: both with the user and
cross-program.

As we approach any new target, we strive to get a comprehensive understanding of the program first.
In our audits, we always approach any target in a team of two. This allows us to share thoughts and
collaborate, picking up on details that the other missed.

While sometimes the line between design and implementation can be blurry, we hope this gives some
insight into our auditing procedure and thought process.
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C | Implementation Security Checklist

Unsafe arithmetic

Integer underflows or Unconstrained input sizes could lead to integer over or underflows, causing
overflows potentially unexpected behavior. Ensure that for unchecked arithmetic, all
integers are properly bounded.

Rounding Rounding should always be done against the user to avoid potentially ex-
ploitable off-by-one vulnerabilities.

Conversions Rust as conversions can cause truncation if the source value does not fit into
the destination type. While this is not undefined behavior, such truncation
could still lead to unexpected behavior by the program.

Account security

Account Ownership Account ownership should be properly checked to avoid type confusion
attacks. For Anchor, the safety of unchecked accounts should be clearly
justified and immediately obvious.

Accounts For non-Anchor programs, the type of the account should be explicitly vali-
dated to avoid type confusion attacks.

Signer Checks Privileged operations should ensure that the operation is signed by the
correct accounts.

PDA Seeds PDA seeds are uniquely chosen to differentiate between different object
classes, avoiding collision.
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marginfi Audit

C| Implementation Security Checklist

Input validation

Timestamps Timestamp inputs should be properly validated against the current clock
time. Timestamps which are meant to be in the future should be explicitly
validated so.

Numbers Sane limits should be put on numerical input data to mitigate the risk of
unexpected over and underflows. Input data should be constrained to the
smallest size type possible, and upcasted for unchecked arithmetic.

Strings Strings should have sane size restrictions to prevent denial of service condi-
tions

Internal State If there is internal state, ensure that there is explicit validation on the input
account’s state before engaging in any state transitions. For example, only
open accounts should be eligible for closing.

Miscellaneous
Libraries Out of date libraries should not include any publicly disclosed vulnerabilities
Clippy cargo clippy is an effective linter to detect potential anti-patterns.
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D | Vulnerability Rating Scale

Werated our findings according to the following scale. Vulnerabilities have immediate security implications.
Informational findings can be found in the General Findings section.

Critical

High

Low

Vulnerabilities which immediately lead to loss of user funds with minimal precondi-
tions

Examples:

+ Misconfigured authority/token account validation
+ Rounding errors on token transfers

Vulnerabilities which could lead to loss of user funds but are potentially difficult to
exploit.

Examples:

+ Loss of funds requiring specific victim interactions
+ Exploitation involving high capital requirement with respect to payout

Vulnerabilities which could lead to denial of service scenarios or degraded usability.
Examples:

« Malicious input cause computation limit exhaustion
+ Forced exceptions preventing normal use

Low probability vulnerabilities which could still be exploitable but require extenuating
circumstances or undue risk.

Examples:

+ Oracle manipulation with large capital requirements and multiple transactions

Best practices to mitigate future security risks. These are classified as general findings.
Examples:

+ Explicit assertion of critical internal invariants
+ Improved input validation
+ Uncaught Rust errors (vector out of bounds indexing)

© 2022 OtterSec LLC. All Rights Reserved. 18/18



	Executive Summary
	Overview
	Key Findings

	Scope
	Findings
	Vulnerabilities
	OS-MGF-ADV-00 [crit] [resolved] | Missing mango account check
	OS-MGF-ADV-01 [low] | Premature UTP deactivation

	General Findings
	OS-MGF-SUG-00 | Duplicate code
	OS-MGF-SUG-01 | Use PDAs for vault accounts
	OS-MGF-SUG-02 | UTP account constraints
	OS-MGF-SUG-03 | Configuration bypass

	Appendices
	Program Files
	Procedure
	Implementation Security Checklist
	Vulnerability Rating Scale


